Emergency Response

nach einem Cyber Angriff




/ Referent

Maximilian Zahn
Cyber Security Consultant DFIR

SVA System Vertrieb Alexander GmbH
Borsigstralle 26
65205 Wiesbaden

Mobil: +49 151 12684657
Email: maximilian.zahn@sva.de
‘ www.sva.de
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/ Agenda

1. Motivation 2. Top Cyberbedrohung Ransomware
3. Ransomware-Vorfall: Ein Szenario 4. Prevention and Readiness
5. Fazit
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/ 1. Motivation — Top Bedrohungen je Zielgruppe

Wirtschaft Staat und Verwaltung

* Ransomware * Ransomware

 Abhangigkeitinnerhalbder IT-Supply-Chain « APT

* Schwachstellen * Schwachstellen

e Offene oder falsch konfigurierte Onlineserver e Offene oder falsch konfigurierte Onlineserver

Z’;‘j;g;z“e:m”” https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2023.pdf
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/ Eigenschaften & Auswirkungen

* Professionelle externe Angreifer
* Diebstahlvon Daten
e Verschlusselungvon Daten

e Losegelderpressung

Unterbrechung von Kommunikation, Produktion, Handel, gesamter Wertschopfungskette
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Assets

Lock Encrypt Delete Steal

ENISA Threat Landscape for Ransomware Attacks
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/ Angriffsvektor

Ransomware Attack Vectors
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@ COVEWARE

https://www.coveware.com/blog/2023/10/27/scattered-ransomware-attribution-blurs-focus-on-ir-funda mentals
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/ Branchen

Industries Impacted by Ransomware Q3 2023

Utilities Automobile
3.1% . 3.1%
Tra?sportatlon Consumer Services
2.3% 14.0%
Software Services '
11.6%

Retailing

31% Financial Services
Real Estate 5.4%
2.3%

Food & Staples Reta...

Public Sector 4.7%
8.5%

Healthcare

13.2%

Insurance

Professional Services 2 3%

16.3% Materials

5.4%

@ COVEWARE

https://www.coveware.com/blog/2023/10/27/scattered-ransomware-attribution-blurs-focus-on-ir-funda mentals
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/ Ransomware-Zahlungen

Ransom Payments By Quarter
== Average Ransom Payment == Median Ransom Payment
$1,000,000

Average Ransom Payment

§750,000 $850,700

+15% from Q2 2023
$500,000

Median Ransom Payment

$250,000 $ 200, 000
//_\/\/\—/\/ +5% from Q2 2023

$0

Q COVEWARE

https://www.coveware.com/blog/2023/10/27/scattered-ransomware-attribution-blurs-focus-on-ir-funda mentals
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/ Losegeldzahlungen

All Ransomware Payment Resolution Rates

§ 55 FFF S FF GG FFF

@ NoPayment [l Ransom Paid

https://www.coveware.com/blog/2023/10/27/scattered-ransomware-attribution-blurs-focus-on-ir-fundamentals
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/ Ransomware Groups

Figure 1: Top Threat Groups for Ransomware-as-a-Service Ecosystem

ABILITY TOEXECUTE ——
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DIMINISHING FRONTRUNNERS
@ cLop LockBit @
BlackCat/ALPHV @
@ Play
Black Basta @
@ s8Base
@ AvosLocker
@ Royal
P Vice Societ:
@ Vice Society Akira @
Trigona @ @ Medusa
@ NoEscape @ cuba
Ransomhouse @ Rhysida @
Stormous @ Cactus @ @ Snatch
@ BianLian
Mallox @ BlackByte @
@ QN Nokoyawa @
EMERGING CONTENDERS
COMPLETENESS OF VISION AS OF SEPT 30, 2023 © Halcyon Tech, Inc.

Source: Halcyon (Q3 2023)

https://www.halcyon.ai/raas-mq/power-rankings-ransomware-malicious-quartile-q3-2023




/ Data Leaks

= LockBit BLOG

<« > C |@
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B EAKE D W TWITTER > {8 HOW TO BUY BITCOIN > @ CONTACTUS
LOCK[I K] e PRESS ABOUT US > E AFFILIATE RULES > £ MIRRORS
interfides.de hk-finance.pl cbhelaw.com astate.edu

13D 23h 37m 27s 13D 22h 50m 15s 19D 22h 08m 27s 8D 22h 14m 39s

interfides Steuerberatungsgesellschaft mbH was
established in 1978, and specialises in providing
advisory services to foreign clients with a business
presence in Germany.

©

LEADING PROVIDER OF ACCOUNTING, HR &
PAYROLL, AND FINANCIAL CONSULTANCY
SERVICES

Cohen Buchan Edwards LLP is a full service law
firm providing practical, client-oriented service that
delivers results. For more than 40 years, an
exceptional legal team of lawyers and staff have

2023, 11:18 UTC ©

Founded in 1909, A-State meets the challenges of
continuing as a destination university for more
than 14,000 students through the combination of
world-class research with a long tradition of

i: 09 May, 2023, 07:24 UTC ©

stmarys.net

8D 20h 36m 00s

St Mary's Catholic School is part of the mission of

the Catholic Church, which places the educational
process in this setting. Complete database and file
data exfiltrated. Failure to neqotiate with us will

unity.edu

8D 20h 30m 37s

Unity College is a private college based in New
Gloucester, Maine with an additional campus in
Unity and facilities in Moose River and Thorndike.
It offers underaraduate and araduate education

Issny.org

8D 20h 23m 14s

Today, Lutheran Social Services of New York
provides a myriad of social services, including
helping seniors live independently, finding loving
families for children, providina safe and affordable

namibmills.com

2D 02h 12m 365

Namib Mills Ltd, established in 1982, is the largest
grain processing company in Namibia. It produces
flour, pasta, animal feeds and other products from
raw materials including maize, much of which is

"C" d © 9:4 © (‘:j. Updat 8 9:32 UTH © ay, 202
marshallconstruction.co.uk joysonsafety.com layherna.com fullertonindia.com

MARSHALL CONSTRUCTION Established in 1983
we are one of Scotland’s foremost independent
building contractors

We took 20TB of data from the company and are
publishing the name to encourage them to
connect and discuss before we post all the data
and cause irrepairable damage to the company.

() Updated: 0

Layher North America is a company that operates
in the Construction industry. It employs 251-500
people and has $50M-$100M of revenue. The
company is headquartered in Houston, Texas.

Founded in 1994 and headquartered in Mumbai,
India, Fullerton India Credit Company Limited
provides financial solutions. The Company offers
commercial vehicle, home improvement, personal,

) © S 17:57 UTC © (S Updatea 11:41 UTC o © 3 May, 2023, 18:34 UTC ©
triaflex.at cydsa.com hasenauer-anlagenbau.at multimedica.it
| ) |

Welcome to TRIAFLEX We design the ergonomic
living space work!

ay, 2023, 15:44 UTC ©

v

Cydsa, S.A.B. de C.V., together its subsidiaries,
engages in the production and marketing of salt,
chlorine, caustic soda, and refrigerant gases in
Mexico, the United States, Canada, Central and

QUALITY IS THE BEST When it comes to water,

heating, cooling, air and climate, we always get to
work with fresh wind and full motivation. We offer
the highest professional qualitv at all levels — from

©

The MultiMedica Group First of all there is Ethics.
Itis not limited to a series of principles to be
followed, but constitutes the overall vision of
MultiMedica's activities, its mission. its raison

A



/ Lohnt sich das?

Primare Bitcoin Adresse von Conti: Von April 2017 bis Februar 2022 65.498,197 BTC empfangen

ACTIVITY

FIRST SEEN
LAST SEEN
INCOMING TXS
OUTGOING TXS

VOLUMES

RECEIVED
SENT
BALANCE

ADDRESSES
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APRIL 21,2017
FEBRUARY 28, 2022
366,466
49,171

65,498.19733982 B

-65,451.35676030 B

46.84057952 B

64,408
83.082%

Ca. 2.512.605.814 €

BALANCE (AT END OF PERIOD)

https://twitter.com/vxunderground/status/1498394338027610124



/ Was wird verschliisselt?

Emergency Response

06.12.2023
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Umfang der
Verschlisslung

Komplett

Virtuelle & physische
Server (OS)

Clients

md Virtualisierungshosts

— Backup

Komplett ohne
Backup

Virtuelle & physische
Server (OS)

Clients

=l VVirtualisierungshosts

Virtuelle & physische
Server (OS)

md Virtualisierungshosts

] Backup

Server ohne Backup

S Cl2EEEU & Virtualisierung

Virtuelle & physische
Server (OS)

Virtuelle & physische
Server (OS)

=l VVirtualisierungshosts

Variationen sind moglich



/ Beobachtung von SVA

Umfang der
Verschllsselung

1. BackupJobs entfernen & Snapshotsloschen

Server ohne Backup
2. Backup verschlisseln

3. Server auf Betriebssystemebene
Virtuelle & physische Virtuelle & physische

Server (OS) Server (OS)

4. VMDKs/VMX auf Virtualisierungshosts
verschlisseln

=l Virtualisierungshosts e Virtualisierungshosts

So viel wie moglich
in kurzer Zeit.
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/" Erste Meldung vom Mitarbeiter/in

e Alice betritt das Biro an einem ganz normalen Morgen

e Als Alice den Computer hochfahrt, bemerkt sie, dass ihre Dateien und Ordner seltsam benannt sind
und sie keinen Zugriff auf wichtige Dokumente hat

 Aufdem Bildschirmist eine seltsame Nachricht zu lesen, in der von einer Bitcoin Forderung die Rede
ist

* Sie erkennt, dass etwas nicht stimmt und meldet sich bei Bob inder IT

- Emergency Response *Alice und Bob sind Synonyme fiir Sender und Empfanger in der Kryptographie
N7 06.12.2003 17



/ Troubleshooting durch IT-Admins

e Bob probiertsich am Client System remote anzumelden

 Nachdemdas nicht funktioniert kommt Bob bei Alice vorbei und begutachtet den Computer
* Ein Erpresserschreiben ist zu erkennen

* Seltsame Dateinamen

e Von "LockBit" ist die Rede
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LockBit Black

All your important files are stolen and encrypted!
You must find HLJkNskOq.README.txt file
and follow the instruction!

S e I - 14:45
19°C Meistsonnig i &% B S B & o T2 D) 09.05.2023 %

*Screenshot aus Sandbox mit SentinelOne im "Detect Only" Mode



) HLIJkNskOq.README - Editor - X
Datei Bearbeiten Format Ansicht Hilfe
~nre LockBit 3.0 the world's fastest and most stable ransomware from 2019~~~ A

>>>>> Your data is stolen and encrypted.
If you don't pay the ransom, the data will be published on our TOR darknet sites. Keep in mind that once your data appears on our leak site, it could be bought by your competitors at any second, so don't hesitate

Tor Browser Links:

http://lockbitapt2d73krlbewgv27tquljgxr33xbwwspbrkyieto7udncead.onion
http://lockbitapt2yfbt71chxejugd7kmqvqgxvvjpgkmevv4l3azl3gy6pyd.onion
http://lockbitapt34kvripbxojylohhxrwsvpzdffgs5z4pbbsywnzsbdgugd.onion
http://lockbitapt5x4dzkjbcgmz6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion
http://lockbitaptbvx57t3eeqjofwgcglmutr3a3SnygvokjaSuuccipdykyd.onion
http://lockbitapt72iw55njgngpymggskgSyp75ry7rirtdgdm7id2artsbqd.onion
http://lockbitaptawjléudhpd323uehekiyatjbftcxmkweSsezs4fqgpjpid.onion
http://lockbitaptbdiajqtplcrigzgdjprwugkkut63nbvy2dSrdw2agyekqd.onion
http://lockbitaptc2iqdatewz2ise62q63wfktyrldqtwuk5qax262kgtzjqd.onion

Links for normal browser:

http://lockbitapt2d73krlbewgv27tquljgxr33xbwwspbrkyieto7udncead.onion.ly
http://lockbitapt2yfbt71chxejugd7kmqvqgxvvjpgkmevv4l3azl3gybpyd.onion.ly
http://lockbitapt34kvripbxojylohhxrwsvpzdffgs5z4pbbsywnzsbdguqd.onion.ly
http://lockbitapt5x4zkjbcgmzb6frdhecqqgadevyiwgxukksspnlidyvd7qd.onion.ly
http://lockbitaptbvx57t3eeqjofwgcglmutr3a3SnygvokjaSuuccipdykyd.onion.ly
http://lockbitapt72iw55njgngpymggskgSyp75ry7rirtdgdm7id2artsbqd.onion.ly
http://lockbitaptawjléudhpd323uehekiyatj6ftcxmkweSsezsdfqgpjpid.onion.ly
http://lockbitaptbdiajqtplcrigzgdjprwugkkut63nbvy2dSrdw2agyekqd.onion.ly
http://lockbitaptc2iqdatewz2iseb62qb3wfktyrldqtwuk5qax262kgtzjqd.onion.ly

>>>>> What guarantee is there that we won't cheat you?
We are the oldest ransomware affiliate program on the planet, nothing is more important than our reputation. We are not a politically motivated group and we want nothing more than money. If you pay, we will provi

>>>>> You need to contact us and decrypt one file for free on TOR darknet sites with your personal ID

Download and install Tor Browser https://wwas.torproject.org/
Write to the chat room and wait for an answer, we'll guarantee a response from you. If you need a unique ID for correspondence with us that no one will know about, tell it in the chat, we will generate a secret ¢

Tor Browser Links for chat:

http://lockbitsupa7e3bdpkndmgkgojrl5iqgx24clbzcdxm7i6jeetsia3qd.onion
http://lockbitsupdwon76nzykzblcplixwtsdndzoecugz2bxabtapqvmzqqd.onion
http://lockbitsupn2h6be2cngpvncyhjdrgmnwndd633hnzzmtxdvjoqlp7yd.onion
http://lockbitsupo7vv5vcl3jxpsdviopwvasljqcstymbefhhb6oze7c6xjad.onion
http://lockbitsupq3g62dni2f36snrdb4n5qzqvovbtkt5Sxffw3draxkégwgd.onion
http://lockbitsupqfyacidrbéupténhhyipujvaablubuevxjbxy3frthvr3yd.onion
http://lockbitsupt7nr3fabe7xyb731k6bwbrcneghoyblniiabjduwvzapgd.onion
http://lockbitsupuhswhdizvoucoxsbnotkmgqbdurg7kficgbu33zfvq3oyd.onion

httn://lockhitsunxcintihbhmatdrrh7ktowins?a7vwhf7erSrixafhvivhad.onion ™
< >
Zeile 1, Spalte 1 100%  Windows (CRLF) UTF-8
. —_— . - ‘ 14:46
H £ Suchen i 19°C Meistsonnig (i & % ¢ £ & © 71 Q) 09.05.2023 Ez

*Screenshot aus Sandbox mit SentinelOne im "Detect Only" Mode
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/ Und jetzt?

* Was muss wer jetzt machen?
 Wer hat den Hut auf?
* Wer trifft Entscheidungen?
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* Funktionierte mein Backup?

* Wie und wann leiteich ein Restore ein?

* Wie wird kommuniziert?

* Gibt es einen Krisenstab? ) ‘

 Wo tagt der Krisenstab? - .(
* Wie erreiche ich die Mitglieder des Krisenstabs? > Q4. )

* Lesen die Angreifer bei Teams mit? : Tf

* Wurden Daten gestohlen und wenn ja welche? -~

* Datenschutzvorfall melden?

* Externer Supportzum Incident Handling?

. CHAOS EVERYWHERE

memegenerator.net
- Emergency Response
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/ Wie organisieren Sie sich?

Konkret wissen, wie zu handeln ist, gibt Sicherheit und ist der Schliissel fiir ein geregeltes Incident Handling.

Phases After a Ransomware Attack

Average Time for Compromise Average Days of Downtime Requires months
3 days to 6 months 23
r e N\ 14 A B 4 s A\
Infection . M (haosphase 18 Constitutive Emgrgency M Returnto |j|ormal
phase operation phase operation
Situation is Form a crisis Resource Plan several
unclear team management projects to clean up
and to better secure
Managing Identify critical Communication the infrastructure
director is business with employees and
agitated processes partners
CISOand IT Perform
manager are forensics and
desperate IT recovery

https://blog.mondoo.com/how-to-handle-a-ransomware-incident-part3

- Emergency Response
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/ Optionen

Restore aus dem Backup Neuaufbau Losegeldzahlung

- Emergency Response
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/ Restore, die beste Option

 Wo ist das Backup?
* Wieviele und welche Systeme sollen wiederhergestellt werden?
* In welcher Reihenfolge?

* Welche Voraussetzungen bestehen fir das Backup?
* Storage
* Neue Virtualisierungshosts?

* Datensicherung der kompromittierten Systeme?

Wie lange dauert die Wiederherstellung?

Sind die Systeme sauber oder kompromittiertim Backup?

- Emergency Response
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/ Neuaufbau, Vor- und Nachteile

* Neuaufbaumit neuer Infrastruktur e Zeitlicher Aufwand
e EinhaltungaktuellerSicherheitsempfehlungen e Technisches Know-How
e Saubere Systeme und Infrastruktur  Hardware / Software / Lizenzen

- Emergency Response
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/ Kryptowahrung?

© ©® @

- Emergency Response
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Wie zahle ich mit Monero oder Bitcoin?
Was ist eine Kryptoborse?
Was ist ein Wallet?

Warum blockiert meine Hausbankdie
Uberweisung?

Warum sperrt die Kryptobdrse meinen
Account?



Prevention & Readiness




/ Wie man es vermeidet Losegeld zu zahlen

Technische und organisatorische MaBnahmen

Backup & Restore
* 3-2-1 Regel
* Backup-System mit lokaler Authentifizierung (nicht in Active Directory)
* Restore Plan & Listen

» Restore Ubungen

Vertrauliche Daten
* Identifizieren (personenbezogene Daten, Geschaftsdaten etc.)
e Zugriff beschranken
e Zugriff auditieren

 Datenabfluss detektieren

Notfallinfrastruktur

- Emergency Response
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/ Ubliche Stolperfallen

Fehlender Krisenplan

Fehlendes Restore-Konzept

Fehlende Restore-Reihenfolge

Fehlende Notfallinfrastruktur

Telefonie
E-Mail
Zweiter Internetanschluss (DSL, LTE, 5G)

Saubere Notebooks

Sicherung verschlisselter Daten (wohin?)

Speicherplatz flir Restore zu gering

Ungelibte Mitarbeiter

- Emergency Response
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/ Ubung macht den Meister

* Table Top Exercises
e Stabsibungen

« Technische Ubungen




/ Fazit

SVA



/ Check Out

Fragen? Offene Themen? Feedback
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